Interoperability Security Agreement Template
Memorandum of Understanding

Date: __________
This Memorandum of Understanding comprises an Interoperability Security Agreement (ISA) between the System Owners of the ______________________ “owned” by the ______________________ and the ______________________ “owned” by the ______________________.  The interoperability between ______________________ and ______________________ provides __________________​​​__________________.  The table below outlines the nature of the sensitive data shared between the systems:

	Type of Data
	Sensitivity Ratings

	
	Confidentiality
	Integrity
	Availability

	
	
	
	

	
	
	
	

	
	
	
	


The System Owners of the two IT systems agree to the following:

· To maintain the security of their respective IT systems in accord with the controls specified by the most current risk assessment for each IT system. This requires each System Owner to share the applicable security requirements of their respective IT systems with each other.

· To inform the other of any changes to the risk profile of their respective IT systems. This includes any major configuration changes as defined by ITRM Standard SEC501-01.

· To inform the other, in a timely and deliberate manner, of any security breaches to their respective IT systems. 

· (include additional Agency-specific requirements here).
This ISA shall remain in force until ______________________ unless jointly re-accomplished by the ISOs.
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	Date


